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Driving the Need for Speed
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Threat Sophistication

Speed of Reaction

As threat sophistication rises, the need for real time delivery
of cyber intelligence increases.
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Cyber Intelligence Process
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Cyber Intelligence increases the Speed of Reaction and Decision




Intelligence System Attributes
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Data Definitions

Your own network data;
known good attributes

Threat information,
commercial or classified;
known bad attributes

Maybe good or Maybe bad;
changing attribute reputation




Blue Data Elements
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Red Data Examples

Data, Machines, Users
Vulnerabilities, Threats

Configurations, Patches

Incidents, Infections, Loss




Intelligence Supports Process and Capability
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McAfee Distributes Relevant Cyber Intelligence N
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Vulnerability Analysis Benchmarks Intelligence
Feeds

Actionable Red Data delivered direct to the Enterprise




McAfee Distributes Real-Time Cyber Intelligence WWIEEE
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File and Network Connection Reputations correlated
in real-time




McAfee Cyber Intelligence in Action

( GTI delivers Grey Data direct to product for
real time protection

[ GTI delivers Red Data for actionable risk
assessments

McAfee Cloud-Based Cyber Intelligence architecture enables
Speed of Reaction and Decision




