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The Power of the Network

We are only a few short years away
from the point where a few well
designed key strokes can create the
same effect and as any kinetic
weapono conventional or nuclearo in
our inventory.
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| REALITY The NETWORK is Our Newest
Weapon System

A The Network started as a simple effort to improve
communication

A Today we cannot conduct a single military operation
without it

A But the system is under attack millions of times a month

A Adequate defense against these attacks does not facilitate
adding capability applications

A Offensive Operations — Now as important as defensive

A No Acquisition System in the world can address these
challenges

SO WHAT DO WE DO?
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The NETWORKING Challenge
Supporting Capabilities Development

Provide a trusted, seamless Networked environment to accelerate the
development, evaluation and delivery of capabilities to the warfighter

AA rapidly composable testbed for
evolving a Govt reference cyber
network system

AProvide integration of multiple
ground and airborne network
assets

Alntegrate the private sector into
AF operational planning, reqts
and execution cycles

AFoster collaboration, innovation,
and best-practices sharing
between networking cyber
experts, operators, and acquirers
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The Network

Original Thinking

Space-based
Networks

Airborne
Networks

Terrestrial
Networks

Networks exist under three separate operational
control, management and security paradigms

Globally Accessible Information for Warfighters

Looks Simple!
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| Air Force Terrestrial Network
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Focus on putting in standard base
backbone (still working it)

Base centric distributed Network :
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Management tools | e
Requirements in continuous flux “‘ )

i CITS Today4 ACAT 1 Programs

securing the network
Providing Cyber Threat Mitigation Capabilities

Consolidating and Virtualizing Core Enterprise Se
A single, Alwide help desk

All that, PLUS centrally managing, defending, and|

Consolidating the AF from 9 MAJCOMs to 1 AFNE
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AF Networks: The “Big Picture”
(850,000 users, 1.4M endpoints)
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Fully Engaged in Networking
Environments
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PoRA

Mission
(Capability

Network and IT Capability
Program of Records (PoR)

Intra-
structure

PoRB

Mission
Capabulity

PoRC

Mission
Capability

Infra-
structure

PoRZ

MNission
Capability

Infra-
structure

Infra-
structure

Programs building both Capabilities
& Infrastructure = significant
redundancy

Requirements across specific
infrastructure programs not aligned

No entity supports making

Infrastructure available and
responsible for end-to-end

performance

Limitations of interacting parts of
infrastructure are not known until
problems arise
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Technical Challenge of Resources
Aligned by PoR
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Connecting The Layers
An End-to-End Imperative

Stakeholders Challenges Solutions

— Combatant Commands

—Standardsased
interoperable technologies

— Crosses comm, networks, apps

— Info/App Users
=Single logical interface

—Asynchronous changes in parts of _
for IP-based services

the network

—Comm planners
—DISA
—Acquisition programs

gd

|

|

o ]
—Heterogeneity in devices/protocols I
|

|

|

— Decentralized ops: multiple views —Levels of performance
of The Network J and service
i ~il —Enterprise engineering

—Security A, .

other traffic

other traffic

Messaging /
E—Ra: 4
. | | .
Collaboration Base Base i WAN I
LAN Router | Router Router ]  Deployed Comm
| |

Intelligence

Integration Challenge: Synchronization Across the Seams
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The Network Vision
(an Integrated Network)

Original Thinking An Integrated Network

Space-based
Networks

Airborne
Networks

Terrestrial
Networks
Networks exist under three separate operational Integrated Cybersphere of Connectivity, Operations,
control, management and security paradigms Management and Security

Globally Accessible Information for Warfighters
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The Network Vision
One AF — One Network

A Easy tosay!l.....c.ccocvveenennn. is it really
ONE NETWORK or a System of
(NETWORK) Systems

A Job 1: Integrate network capabilities
across ground, air, and space systems
(end-to-end)

A Improve effectiveness of infrastructure
and application integration

A Define and evolve Cyberspace network
capabilities to support the

warfighter/users | CYBERSPACE

The Network: an Integrated Weapon System
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IT Capability Paradigm Shift

PoRA

Mission
Capability

Infra-
structure

PoR B

Mission
Capabulity

Infra-
structure
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Nission
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Infra-
structure
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Nssion
Capability

Infra-
structure
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Mission
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PoR B

Mission
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Mission
Capabihty

Implementation Baseline

PoRZ

Mission
Capability

Infrastructure/Network
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Realizing the Network Vision

A Complete network defense requires l e 'M"i‘
full knowledge and control of the ¥ ——— A
configuration (technical baseline) Client [ ]]

Interconnecting Network

Application "
Software

» Advanced network defense is
predicated on full network SA

Managed by
Program/Users

A Distributed operations and diverse

> Y Infrastructure E p
management responsibilities make Core Services 5%
defending the Network a challenge A Operating —
& e Systems =, S T
A Network threats and TTPs change 55 Vinualization E 58
with astounding speed 23 Layer gs
_ o I Physical b——
» Demands constant evaluation of threat 3 € Computing o
against network defensive posture E Y Physical —
Storage —u
» Ability to quickly assess and acquire l Networking s
security measures in rapid iterations ==y & Defense -t v
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Integrated Network Capabilities
Development Challenges

A Establish methods for capabilities alignment to an well defined
enterprise architecture

A Provide a trusted “Net-Centric”’ environment to accelerate the
development, evaluation and delivery of capabilities to the warfighter

A Maintain integrity of the network for offensive and defensive cyber
operations
A Configuration control and lifecycle management of the technical
baseline
A Day to Day configuration control and maintenance of the
operational network

AProvide rapidly composable E2E instrumented test bed for evaluating
systems during source selection, development, and prior to fielding
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AFSPC Cyberspace Superiority
(Requires Cyber Resilient* Networks)

AF Space Command Priorities ¥F% Cyberspace Superiority Hierarchy

1 1 [ 1 | I 1]l S f AFSPC/CC Approved 25 Mar 10

Mt

AF Cyberspace CFMP Priorities Core Function Cyberspace Superiority
1 Passive Defense
Missions Cyberspace Force

2
. 9 =
S L.
5 Data Confidentiality & Integrity Sys = -
O s
6 Cyberspace OC o © ISR
o -
7  Offensive Counter Cyberspace for Global Access c .
and Reach O ©4
:
8 Contingency Extension o
-
9 Influence Operations

HQ AFSPC/CCX / AFSPC Briefing Template.PPT

Cyber Resiliency includes not only ensuring availability of critical
resources, but also ensuring their integrity, recovering or reconstructing
mission functionality, and evolving to be better prepared for new threats. It
assumes an advanced Fersistent threat (APT), not a one time threat and an
adversary whose goal is to harm the mission or the organization, rather
than simply the system.
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Realizing the Network Vision:
(there is no Cyber Front)
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Network Systems should never assume

they are impenetrable
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Realizing the Network Vision:
(The Cyber Threat Spectrum)

Criminal
Organizations
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Authorities “Our Biggest Challenge”

N

A ESC must never assume responsibility for designing and building the
network implementation baseline (and enforcing it) across all mission areas

A This includes specific SW products, configurations, devices, and
standards

A Authorities are not clearly vested among our key players
A CIO
A MAJCOM
A Number Air Forces
A Cyber Command
A The fact is no one builds or enforces the strategic baseline for AF network

A Yet their collaboration is required to build, POM for, define, and enforce
network architecture and target baseline
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The Reality
| Think, Must be Restated

same effect

weaponé-con ‘?“#@‘ al or nucVearé—vn
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