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Cybersecurity Solutions
for Mission Assurance

Micro Focus® security products come with best-of-breed technology and comprehensive cyber
protection. We offer the only integrated security platform that proactively finds, manages, and
prevents enterprise risks and threats at near network speed. Our proactive approach ensures that
applications are builtand run securely, datais always defended from theft, users are known and granted
appropriate accesstoresources,andall security informationis correlated as wellas analyzed to provide
a 360-degree view of your enterprise.
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Government Solutions u

Software Security Assurance
and the Joint Federated

Assurance Centers (JFAC)

Micro Focus Government Solutions offers
a preventive approach to Software Security
Assurance (SSA), moving from a reactive, ex-
pensive-fix process to a comprehensive pro-
active solution encompassing source code
reviews to defending production systems.
Looking at software source code enables your
organization to discover the “unknowns” that
are often used in an attack. Our cutting-edge
software security products address the root
causes of vulnerabilities by fortifying the soft-
ware that runs critical agency applications.
From inception to deployment, using Agile
methodologies and DevOps, we help prevent
penetration of your systems through vulner-
able code. Whether your applications are leg-
acy, mobile, developed in-house, third party, or
open source, our advanced software products
identify weaknesses so they can be monitored,
tracked, and resolved.

Continuous Diagnostics

and Mitigation

Micro Focus Government Solutions offers a
complete security portfolio to maintain secure
data environments and meet agency missions.
Our Continuous Diagnostics and Mitigation
(CDM) approach reduces compliance to four

simple, integrated steps. We provide indus-
try-leading, best-of-breed cybersecurity
products to modernize agency infrastructure
for improved efficiency and increased pro-
tection of networks and information systems.
Our easy-to-deploy and easy-to-use security
management products test assets for vulner-
abilities before they launch, and monitor all
assets in production to catch events in near
real-time, while reducing the number of events
requiring manual management. With Identity-
Powered Access solutions, you can quickly and
cost-effectively integrate Identity and Access
Management (IAM) policies across local, mo-
bile and cloud environments. And preparing
for future phases, Micro Focus offers an end-
to-end data encryption capability to lock down
all government High Value Assets, restricting
access to those with a need to know.

Government-Ready Solutions

As one of the US. government's largest cyber-
security providers, Micro Focus Government
Solutions security products not only support
government standards, but also help define
them. For example, Micro Focus data secu-
rity researchers are the inventors of the latest
National Institute of Standards and Technology
(NIST) standard on format-preserving encryp-
tion (SP 800-38G). We also support Section 508
enhancements for Americans with disabilities,

Common Criteria, and Federal Information
Processing Standard (FIPS) 140-2 where ap-
propriate, and Micro Focus Fortify on Demand
was the first software security cloud service
to achieve full Federal Risk and Authorization
Management Program (FedRAMP) certification.

Micro Focus ArcSight

Intelligent Security Operations

Monitor, correlate, and analyze information
for complete visibility, security, and situational
awareness across your entire IT infrastructure.
ArcSight combines Security Information and
Event Management (SIEM), log management,
and user activity monitoring to stop threats and
mitigate risks across networks by correlating
system events, information flow, and user and
applications activity in near-real-time.

= Application View

= ArcSight Data Platform (ADP)

= Enterprise Security Manager (ESM)

= ESM Risk Insight

= Express

= ThreatDetector

= Threat Response Manager

m Reputation Security Monitor (RepSM)
m User Behavior Analytics (UBA)

m Hundreds of partner connectors



Micro Focus Data Security Solutions

Data-Centric Security End-to-End

Micro Focus data security solutions drive lead-
ership in data-centric security and encryption
solutions. With over 80 patents and 51 years of
expertise, we protect the world's largest brands
and neutralize breach impact by securing sen-
sitive data at rest, in use, and in motion.

Our solutions provide advanced data encryp-
tion, tokenization, and key management that
protect sensitive data across enterprise ap-
plications, data processing IT, cloud, mobile,
payment ecosystems, mission-critical trans-
actions, storage, and Big Data platforms. The
solutions solve one of the government's big-
gest challenges—how to simplify the protec-
tion of sensitive data in even the most complex
use cases.

= Atalla Network Security Processors (HSM)

Enterprise Secure Key Manager (ESKM)

SecureData Enterprise
SecureData Mobile

SecureMail

Micro Focus Fortify

Application Security across the SDLC

Secure software applications from the inside
whether developed in-house, legacy, mobile,
third party, or open source. Network defenses
alone can't safeguard applications completely.

Fortify offers the first on-premises applica-
tion self-protection capability. It finds security

vulnerabilities in applications in production,
providing immediate visibility, optional real-time
protection, and notifying ArcSight operators to
take remedial action against attacks.

On-premises:

= Application Defender

Static Code Analyzer (SCA)
Software Security Center (SSC)
Weblnspect

Cloud-based:
= Application Defender
= Fortify on Demand (FoD)

Micro Focus Net IQ

Identity and Access Management

Use integrated identity information to create
and manage identities and control access to
enterprise resources. We provide identity and
access management, single sign-on (SSO), ac-
cess governance, and more.

= Access Manager

= Advanced Authentication

= CloudAccess

= Directory and Resource Administrator
= |dentity Governance

= |dentity Manager

= Privileged Account Manager

= Secure Login

= Self Service Password Reset

Contact us at:
www.microfocusgov.com

The Complete Cybersecurity

Solution from Micro Focus

Micro Focus security products come with
best-of-breed technology and comprehensive
cyber protection. We offer the only integrated
security platform that proactively finds, man-
ages, and prevents enterprise risks and threats
atnear network speed. Our proactive approach
ensures that applications are built and run se-
curely, data is always defended from theft, and
all security information is correlated as well
as analyzed to provide a 360-degree view of
your enterprise.

Learn More At
www.microfocusgov.com
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