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DEE Customer Outreach Program

=m

= Army DEE Customer Outreach Program Mission:

» Provide Army DoD Enterprise Email (DEE) Managers, Stakeholders and End Users
a consolidated forum to exchange information and address issues/ concerns.

» Supports 32 Army Commands, DRUs, and COCOMs.
= PO EE Hosts Monthly Collaborative Meetings:

» PO EE hosted monthly meetings over the last 9 months with a total attendance of
873.

= Meetings provide timely, current, & relevant updates/guidance on the Army’s DEE
service. In addition, attendees have found refresher training helpful.

= Attendees include DEE Managers, manager’'s Command Supervisors and IT
professionals.

= What's Ahead:

» Engaging at the User Level: Facebook, Twitter, Blogs, and Articles.

» Hosting training workshops at more conferences.

America’'s Force of Decisive Action 3 E ARMY smnmc,



Enterprise Email (EE) Overview

=)
= Project Office (PO) EE.:

= Serves as the direct interface between Defense Information Systems
Agency (DISA) and Army Customers, as well as the proponent (CIO/G6)
in order to provide acquisition oversight of all critical cost, schedule, and
performance metrics for Electronic Mail and Message System (EMMS).

= What is Department of Defense Enterprise Email (DEE) Mission?

» The DEE service provides secure cloud-based email to DoD enterprise
that is designed to increase operational efficiency & facilitate collaboration
across organizational boundaries.

® DEE Facts:

» Asingle, secure email and calendar sharing capability across the
Department of Defense (DoD) with a “true” Global Address List (GAL) that
Is accessible world-wide using CAC/PKI authentication

= Army currently has 1.5M NIPR / SIPR users
= ~80K Army Mobile Devices (BlackBerry).
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Two Standard Service Classes

=m

BASIC Class
(512MB size limit)

Basic class cannot have
entitlements

= All Army auto-provisioned
accounts are Basic class
Warnings issued when the mailbox
IS 410MB or above

Prohibited from sending when
mailbox reaches 512MB

No longer receive mail when the
mailbox reaches 700MB

BUSINESS Class
(4GB size limit)

Business class can have
entitlements

= 512MB in primary storage and
3.5GB in secondary storage

Warnings issued when the mailbox
is 3.7GB or above

Prohibited from sending when the
mailbox reaches 4GB

No longer receive mail when the
mailbox reaches 4.6GB

Army working with DISA on additional Service Classes for VIPs
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How DEE is Created —
Army Auto-provisioning Process @

First day Next day Following 24 hours

Details
entered in
TAPDB

New Army
Soldier

— DMDC
Details creates user
entered in DEE address
New Army Civilian (after
Civilian Personnel checking all
System 47 million
(DCPDS) other DMDC
records)

Record with
service-code
=“Army” and Mailbox is
DEE address automatically
on CAC is provisioned
passed to
DIISYAY

Army User gets '
their CAC with &g
DEE address

Details
entered in
TASS**

New Army
Contractor

Encludes S, The best practice is for personnel to wait
| Xther ! until the next business day to go get their
' rmy I o le .

| personas | CAC. Within 24 hours of CAC receipt, the

. aswell .,

—_— - ————

mailbox will be auto-provisioned.
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1.4 Army DEE Management Structure

=m

Email is managed by each Command vs Installation

USAREUR
USARPAC
USARAF

| | | | | | | | | | | |
Army is Executive Agent Headquarters

Relationship Legend
EUCOM AFRICOM SOUTHCOM j USMEPCOM

America’s Force of Decisive Action 7 s



Army DEE Management Structure

Each Command has Group and Entitlement Managers

Arm .
(ompor¥ent Army View
Managers
Cl0/G6, PD EC2M,
and ARCYBER

X

Group Managers Major
Command
TRADOG, FORSCOM, AMC, NETCOM, USACE, View

USAREUR, USARPAC, ARNG, USAR, etc...

Entitlement Managers Local

Sig Bde/NEC, ITA, state ARNG IT View
support, Organization IT support, AESD, etc...
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Army DEE Topics

= milConnect Updates
= BlackBerry Devices
* Mailbox Size Limits
» How Do | Get Help?
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milConnect

= milConnect is a web application provided by the Defense Manpower Data Center
(DMDC).

=m

https://www.dmdc.osd.mil/milconnect

= milConnect portal stores individual contact information.

» CSAemail dated 15 April 2014, subject: Individual Address List Update,
addressed the following:

= GAL is now populated from only milConnect data feed provided by DMDC
= All Army personnel must update their contact data

= Organizations are to incorporate updates to milConnect as part of their in-
processing and annual record update procedures

» Detailed instructions for updating milConnect is located at:

https://tiny.army.mil/r/NHDty/MilConnect
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Update and View My Profile @

Personal Information CTR

| Personnel Status

Family Members

Bardiay, Peber C (&7 | Sponsor }
Barclay, Deborah & . | Spouse )
Barclay, Ayme E . { Child )

: Conkractor
: Dol and Uniformed Service Contract employes
mistrative Organization: USA
Duty Organization: | United Skates Armiy
Duty Suborganization: | -—-PEQ Enterprise Information Systems
Office Symbol: | SFAE-PS-ES-ECM
Jaob Title: | Technical Analyst - PO EE

Duty Installation/Location: | Fort Belvair, VA (ind. Davison AAF)

Building: | AKO - Bldg 322

Projected End Date: 2016-05-31
Persona Username: peter.c.barday.cir
Persona Display Name: Barclay, Peter C CTR USARMY PEC EIS {US)

Findicates required field

lCI'Il Duty Jlll[l'ﬁsl

Bldg 322
10119 Beach Road
Fort Belvoir

Stat= | va [=]

Personnel Email A

Primary Personnel Email: pater.c.barclay.cir@mail.mil ' Yes @ No

SIPRNet Email Address

Primary

Find nearest RAPIDS location

Please designate a permission preference. If your preference is “Yes", you will be notified of benefit carrespondence via email from the Dol and VA, when available,
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BlackBerry (BB) Update

=m

= Legacy BB Transition: All Commands are to transition from the BB5 to
BB10 devices NLT end of FY2016.

= Starting FY17 Army will no longer centrally fund BB service. Commands
must POM for future BB costs.

= Cost: ~$36.05 per year

» The 3-Step Process for obtaining new BB devices (Procure, Authorize, and
Activate)

1. Procure devices using published BPAs
(https://www.us.army.mil/suite/page/606723)

2. The command submits a Service Request Form (SRF) to
usarmy.pentagon.hgda-cio-g-6.mbx.sais-aoi@mail.mil for CIO/G-6 authorization

3. After approval, command receives on-boarding instructions with info on proper
data plans and activation procedures. Command ensures proper data plan.

 User follows instructions and coordinates with federated AESD service desk to activate
BB
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Army DEE Mailboxes

(u.s.Ary )|
Suspense: TBD (but before 18 Dec 2015):

All Army Business class mailboxes must be below 4GB:

= As directed by DCIO, the 4GB size limit was applied to Business class
accounts (NIPR and SIPR) on 7 Aug.

= [|nitial 1 Oct deadline was postponed to provide time to implement larger size
options for VIPs

= Although the deadline changed, the policy did not!

» Help: TTP “Reducing Your Mailbox Size v1.1” dated 16 June 2015 is
available to assist users: https://esd-crm.csd.disa.mil/app/home/.

= Exceptions: Army CIO/G-6 will allocate a number of larger mailboxes to
each command, primarily for VIPs

» CIO/G-6 policy (in final staffing) will specify the number per command in provide guidance on
allocating those mailboxes.

*NOTE - 4GB is a Hard Limit: Accounts over 4GB will not be able to send
and at 4.6GB accounts will no longer receive mail.
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Army Basic Class Users: Where do | get Help?

=m

= Website: https://esd-crm.csd.disa.mil/app/home

= Send an email: army.esd-w.support@mail.mil

u Ca” 1'866‘335'ARMY (2769) Prompt 1: & 2:

Open (not used)

Prompt 3:
AKO

Global
. Prompt 4:
Greeting C4IM Services

Interactive Voice
Response Prompt 5:

Enterprise Email & Mobile Devices

Prompt 6:
SharePoint, Collaboration & DISA DEPS

Prompt 7:
Other Enterprise Services

= After selecting one of the above options, you will be asked to make
additional selections to ensure you receive the right assistance

| Demo — Getting Help
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Reduce Your Mailbox Size TTP Page ‘
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Business Class Users: Where do | get Help?
=m

= Self Help Website:
https://esd-crm.csd.disa.mil/app/home

= How do | submit a trouble ticket?

=\Website: https://esd-crm.csd.disa.mil/

= Email: army.esd-w.support@mail.mil
=Call: 1-866-335-ARMY (2769
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Business Class Users: Getting Help

=m

How do | locate my Entitlement Manager?

= EMs are listed in the Global Address List (GAL):

" |In the search box- type “DEPO”

= If you are in a COCOM - type “DEPO <COCOM'’s name>": i.e.
“DEPO AFRICOM”

= |f you are in an Army unit - type “DEPO ARMY-<command>":i.e.
DEPO ARMY-USARPAC)

» Double click on your command’s “SEM Entitlement Managers”
* The list of EMs is in the “Members” box

* Find a name that includes for your command’s name.

= Some names listed aren’'t members of your command (e.g. any
name with “DISA xx” would not be your EM)

| Demo — Finding my EM
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Reaching Our Customers

=m

= DEE Information: Outreach Portal

https://peoeis.kc.army.mil/esc2/eecop/default.aspx
»TTPs for users (TTP section)
*Policies on DEE (Guidance section)
*TTPs for Entitlement Managers (DEPO section)

» Help: AESD Portal

https://esd-crm.csd.disa.mil/app/home
= Publish Articles
» Social Media (Facebook, Twitter)

| Demo — Outreach Portal
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Contact Information

=m

Project Office, Enterprise Email (Programmatic
Issues/Questions)

» LTC Toy Frasier, Project Officer
= CML: 703-704-2034
= DSN: 654-4982
= Mr. Donald Greenlee, Deputy PO
= CML: 404-469-5319
= DSN: 797-5319

» Group Mailbox: USARMY Ft Belvoir PEO EIS Mailbox Project
Office, Enterprise Email

usarmy.belvoir.peo-eis.mbx.project-office-enterprise-email@mail.mil
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Questions?
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Back-Up

America’'s Force of Decisive Action 22 % ARMY smnmc,



Date of
Retirement/ETS

Terminal Leave

Retiring
Soldier Soldier out-
Plans to processes
Retire and goes on
terminal leave

Solder Retires-
and turns in

Soldier
Plans to
ETS

out-processes
and turns in
CAC

Mailbox is Functional

Retiring/ETS-ing Automatic De-Provisioning

"ETSing Soldier

Within Next 10 Business Days

DMDC receives
retirement / ETS
data from Total
Army Personnel
DataBase

Mailbox is
automatically
de-
provisioned

Mailbox is Non-

Functional

e Do NOT de-provision a retiring (or ETSing) Soldier’s account
A Soldier should NOT turn in his/her CAC until the date of retirement

(or ETS)

e Do NOT do anything to the account other than remove a mobility

entitlement

e The account will be automatically de-provisioned

America’'s Force of Decisive Action
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milConnect Home Page
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milConnect Sign-in
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Finding EMs in the GAL @

1. Ifyou areina COCOM - type “DEPO <COCOM>"

2. Double click on your Command’s EM distribution list

e

1Ll Address Book: Global Address List =Rl ="
File Edit Tools

_ : s 0 Ny Maore columns  Address Book
1. DEPC AFRICO =0 Global Address List - patnice.anickols. cr@mail. mil - fAdwanced Fimd

Mame Title Business Phone l.|
DEPO Africom Report Viewers -

2. E:. DEPO AFRICOM SEM Entitlement Managers l
2.2 T Force Top

A5 DEPO ANCHORAGE SEM Authorization Managers
L5 DEPO ANCHORAGE SEM Entittement Managers
L5 DEPO ANG SEM Authonization Managers

L5 DEPO ANG S5EM Entitlement Managers

2% DEPD ARMY BMain Report Viewers

2% DEPD ARMY TOP Level Entitlement Managers

AL DEPO ARMY-AMC Repaort Viewers

AL DEPO ARMY-AMC SEM Authorization Managers
A% DEPO ARMY-AMC SEM Entitlement Managers

A5 DEPO ARMY-AMC Site Administrators

A5 DEPO ARMY-AMC Users

AL DEPO ARMY-ARCENT Report Viewers

AL DEPO ARMY-ARCENT SEM Authorization Managers "

4 1] L3
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Finding EMs in the GAL

If you are in an Army unit — type “DEPO ARMY-<command>"

2.

Double click on your Command’s EM distribution list

[

A

1L Address Book: Global Address List

File Edit Tools
Searche —Seblamecnl More columns  Address Book
1. DEPD &RMY-FO RSCU‘“ e Global Address List - patrice.a.nickals. etr mail. mil - Sdvanced Find
| Hame Title Business Phans
DEPD ARMY-FORSCOM Report Viewers
2.

L DEPD ARMY-FORSCOM SEM Entitlement Managers

- & Administralors

A5 DEPD ARMY-FORSCOM Users

A% DEPD ARMY-GUARD Report Viewers

25 DEPD ARMY-GUARD SEM Authorizalion Managers
L5 DEPO ARMY-GUARD SEM Entitlement Managers
AL DEPO ARMY-GUARD Srte Administrators

2% DEPD ARMY-GUARD Users

L5 DEPD ARMY-HODA Report Viewers

A5 DEPO ARMY-HOQDA SEM Authorization Managers
A% DEPD ARMY-HQDA SEM Entitlement Managers

5L DEPD ARMY-HODA Site Administrabors

L5 DEPD ARMY-HODA Users

A5 DEPD ARMY-IMCOM Report Viewers

a5 DEPD ARMY-TMCOM SEM Aulthorizalion Manadgers

4 1

A=

=] & |

J

-
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2.

e

-

[d Address Book: Global Address List
File  Edtt

T oals
Search: @ Mame only | More columns  Address Book
DEPO ARMY-FORSCOM Global Addre

| Mame

&5 DEPO ARMY-FORSOOM Report Viewers

L5 DEPO ARMY-FORSCOM SEM Authornzation Managers
L5 DEPO ARMY-FORSCOM Site Administrators

A% DEPD ARMY-FORSCOM Users

L% DEPO ARMY-GUARD Repart Viewers

2% DEPO AEMY-GUARD SEM Authorization Managers
2% DEPD ARMY-GUARD SEM Entitlement Managers
&5 DEPO ARMY-GUARD Site Administralors

&5 DEPO ARMY-GUARD Users

22 DEPO ARMY-HQDA Report Viewers

A5 DEPO ARMY-HOQDA SEM Authorization Managers
&% DEPO ARMY-HOQDA SEM Entitiement Managers

L5 DEPO ARMY-HODA Site Administrators

L% DEPD ARMY-HODA Users

L% DEPD ARMY-IMCOM Repart Viewers

Finding your EM

Look at the list of names in the “Members” box

[5-] DEPO ARMY-FORSCOM SEM Entitlement Managers

General | pemper Of | E-mail Addresses |

Chsplay name: DEPC ARMY-FORSCOM SEN

&lias name: DEPOARMY-FORSCOMSEME

Cwnern
Barclay, Peteq C CTE USARMY PEQ EIS (US

) i L3

Motes:

For access to the FORSCOM sacurity group -+
DEPO, contact “Doc” Wargny (Wargny,

David B CIV USARMY FORSCOM), E|
Although "Barclay, Peter C7 iz lisked as the
awrner, all owners are listed alphabetically,

[ Add to Contacts J l Actiops I

Look for a name in your command. EXx: 10 Mtn Div

23 4 1] 1] 4

Rsking, Joel M CPT USARMY 41D (US) [
Beidler, Kurt M CTv USARMY 1 CORPS (L
Baxill, Jomathan T MSG LUSARMY ¥VIITH
Buch, Michael A CIV USARMY JRTC HG ()
Burpee. lames A CTR US&RKY METCOH
Butts, Tawana L CIV USARMY 20 CERMNE

m

Cansiglio, Michael CIV USARKY 10 KITH 2
i &1, Ern o O T N AT U
MEM©E ANELW TN | ecael Ceoblbles sl Ll
Im k
Modify Members...,
OK ] | Cancel AP P

2% DEPO ARMY-IMCOM SEM Authorization Managers
i | m
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Helpful BB10 Links

=m

1. Army/AF BPA BB10 procurement info:
https://www.us.army.mil/suite/page/606723

2. DISA link to Admin Guide and User Guide:
https://disa.deps.mil/org/se3/ES71/SitePages/EndUserSupport.aspx

3. AESD Website includes announcements and TTPs for
CAC Sled pairing:

https://esd-crm.csd.disa.mil/app/home/
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Customer Outreach Portal

¥

Search this site E

Pro joret
Enterprise Services

Customer Outreach Portal | DEPO  Mobility = Meetings Guidance TTPs FAQs Links ContactUs
|

v

m

Home
EECOP Library I Welcome to the Customer Qutreach Portal l Links of Interest
SP Issue Register

User Experience Survey

" This portal serves as the single location for DoD
Site Contents Enterprise Email customer collaboration and interfacing

between PO EE, Army Stakeholders, Entitlement
Managers, General Managers, Command POCs, and our
Customers." s

PES EIS

PED LrTERERIBE |rof DIAATICN Sy HTEME
L -

I Justin

(® new announcement or edit this list

Current View """ Find an item m

L4 Title Expires
ARCYBER SAR 2015-329 Divesture of Legacy BlackBerry 5 Devices e B3102016
ARCYBER SAR 2015-288 DEE SLA Mailbox Size Limit Enforcement wee 12/31/2015
Enterprise Email Journaling Policy we 12/31/2015 .
Never Accessed and Idiol Palicy w/enclosure oo 12/31/2015 &
% -
==
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Army TTPs Page

»

. .
- 2 TTPs Search this site E '

i | |

Customer Outreach Portal DEPO  Mobility  Meetings  Guidance ‘ TTPs | FAQs Links Contact Us
-

m

EECOP Library
Army Tactics, Techniques and Procedures (TTPs) Page

SP Issue Register

User Experience Survey

Site Contents I TTPs for All Users

new item or edit this list

L4 TTP Name [lﬂ Details Date
thfé gpc&tleg'cuf GAL U pescribes the processes that end users of DoD Enterprise Email (EE) will use t ééﬁ--"
ALIIDUTES wa-! . . . N
o update their Global Address List (GAL) attributes through the milConnect p
ortal.
Trff -"‘C'-_i'*"aftilni' o - U Describes the processes that end users with a "dual persona” to expose the P ;i—sm
_'1'%“ FreEnan et IV Authentication Certificate on their Common Access Card(s), which they will
then use to authenticate to DoD Enterprise Email (EE).
?P_'_S }'P;E_‘E YourCAC U Describes the processes that end users, especially users of DoD Enterprise E 3{-55’2
e aeREE e mail (DEE) can use to change/ update the email address on the certificates o
n their Common Access Card (CAC) using the RAPIDS Self Service site. !
EP"" “t”"‘ 3"‘;5;;{“?“_ U Describes the process to request an alias for an organizational mailbox or dis é'gim
SRy A A tribution list in the DoD Enterprise Email (DEE) system.
\ TT0 0 Cerecddioe: £ooe i [ PSRN TP RNE! IF -SRI = ¥ o =l RIS RN I 1302 bl |
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Outreach — DEPO Management Page
(v

|
= i
o -- S T Search this site m

Emtarprisg Services

]

N |

F I |

Customer Outreach Portal | DEPO | Mobility = Meetings  Guidance TIPs FAQs Links Contact Us
w

m

DEPO Documents

DEPO Management

Recent 4

Site Contents

# EDIT LINKS

I Documents and Tools for GMs/EMs

@ new item or edit this list

~ Title Description Date
EM Actions on == Explains what Entitlement Managers should do when an individual has a change of assignment ~ 4/30/2
PC5v2 015

and is no longer in their command.

System ==+ You must change the file extension from .txt to .hta before running the script. This HTM 1282
Checkervd-20 L Application (hta) will validate the required settings for system usage with DoD Enterprise Em ~ °™
ail. It identifies whether registry settings and file versions are correct, or whether they are out-
of-date or missing.
Change an = If it appears that a NPE has the wrong customer code, EMs should request the NPE be ~ 10/01/
;;:fusmmer changed from the current customer code to the proper customer code (so that the NPE o

P Py Nl - . o i i o -
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Outreach — Mobility Page

N |
Mobility Search this site E
Customer Qutreach Portal DEPO | Mobility | Meetings  Guidance TTPs FAQs Links ContactUs
v
(NS DEE Mobility Sit
Mobility Documents oIl e
Recent 4
Site Contents
# EDIT LINKS
I BlackBerry SRF Submissions
@ new item or edit this list
¥ ID Army Command Duty Organization Duty Location Mobile Devices Requested Devices left to On-board
There are no items to show in this view of the "BlackBerry SRF Submissions" list.
I Mobility Documents
@® new document or drag files here
v [ mName Modified Modified By
[#]  2015-05-06 DoD Interim Guidance for Implementing Deerived PKI Credentials on Unclass wes  September 17 M Eric Williams
CMDs
[ AESD Federation BB10 Admin Training Guide v2.0 wew  September 17 M Eric Williams o

[
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Guidance

Fro jmet i
Enterprise Servicas

Outreach — Army Guidance Page

Search this site

-~

Customer Outreach Portal DEPO  Mobility

EECOP Library
SP Issue Register

User Experience Survey

Site Contents | Army Policy

@ new item or edit this list

v Title

Army DEE Never Access
ed/Tdle Account Policy

Army_DEE_Journaling_P

olicy

Meetings

Army policy for DEE add
resses on Army CACs

Guidance | TTPs FAQs Links Contact Us

w

Army Guidance Page

Description

Provides the rule set by which the Army manages DEE accounts that have not been accessed or that

remain idle for a prescribed period of time, with details in the enclosure.

Defines Army requirements and authority for journaling of DEE accounts

Direction from Army to DMDC to only put DEE addresses on CACs for Army personas,

m

Effective Date

08/28/2015

11/13/2013

12/12/2013
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~_— .
(. & FAQs
£
Fra;n:mndé

Enterprise Services

Outreach — FAQ Page

13

Search this site

m

Customer Outreach Portal DEPO  Mobility

EECOP Library
FAQs

SP Issue Register

User Experience Survey

I FAQsList
Site Contents

L Department

BlackBerry
BlackBerry

BlackBerry

Meetings  Guidance

& new item or edit this list

Question

Where can additional information b
e obtained on the BlackBerry V10 ro
llout?

Has the BlackBerry Soft Cert been a
pproved?

[s the User requesting the BlackBerr
y the NEC?

TTPs

| FAQs | Links Contact Us

w

Answer

PO EE Team to respond

Yes, they were approved in May, 2015.
See link!

In the work flow Diagram(wfd) the User
row at the top would be NECs- users at
¥PG do mot order BB devic
would the NECs?

The user would be the end users submit
ting the Service Request instead of an e
mail.

The user would be an authorized user/r
equestor, NECs dont control BBs so the
y would enly control those under their
ommand. (LTC DeWeers CI0/G6)

FOC
Mr. Alan

Williams

Mr. Alan
Williams

Mr. Alan
Williams

Link Edit
http:/fww. dtic.mil fwh

s/directives/carres/p
852002p.pdf
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