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Today’s Mission
Cybersecurity of IoT solutions in DoD and Intelligence

Our Flight Plan
✓Panel Introductions 
• Topic introductions (IoT, current and future IoT cyber issues)
• Prepared questions for Panel
• Open questions for Panel
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Zero Trust



In the Past . . .
Assets were protected by implementing a perimeter around the network.

Everyone (and everything) inside the perimeter was trusted;
Everyone (and everything) outside the perimeter was not.

So, a lot of emphasis (read: $$$$) was place on perimeter security.

But, when the perimeter was breached, the attacker could then act as
a trusted entity.



And then . . .
Mobile and Cloud dissolved the perimeter.

In fact, the network and perimeter were now software-defined.

So, protection mechanisms had to change.

Thus begat the concept of Zero Trust.



Zero Trust is NOT . . .

A product.

A tool.

A single technology solution.

Something you can touch.



Zero Trust IS . . .
A concept. A framework.

NIST: the term for an evolving set of cybersecurity paradigms that move 
defenses from static, network- based perimeters to focus on users, assets, 
and resources.

A collection of methodologies that drives these key principles:
• Trust nothing.  Verify everything.
• Authentication of Identity (humans and not) always precedes connectivity, 

and then is continuously re-verified.
• All identities follow a least-privilege access model.
• Applications (and their environments) remain invisible until Identity is verified.
• Encryption is enabled end-to-end.
• Micro-segmentation of the network.
• Continuous analytics.



Source:  NSA
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